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January at a Glance 
8 WAUC General Meeting, 7:00 PM 
 Jackson Park Lutheran Church 
 4535 W. Oklahoma Ave.  
 Topic—Publishing Your Own Book 
 
14 WAUC Lunch, Noon, Ponderosa, 
 4175 S. 76th St.  
 RSVP:  marciaz@milwpc.com 
 
15 Deadline for submitting articles
 for WAUCtalk, please send to: 
 mariebellin@sbcglobal.net 
 Subject:  WAUCtalk 
 

15 Microsoft Word SIG, 7:00 PM 
 Speedway Station, 60th & Layton 
 
20 PDA SIG, 7:00 PM 
 Marcia Zientek’s Home 
 
22 Internet SIG, 7:00 PM 
 Speedway Station, 60th & Layton 
 
28 Investment Tracking SIG, 7:00 PM 
 Speedway Station, 60th & Layton 
  
29 Exec. Bd. Meeting, 6:30  PM 
 Pantheon Restaurant 

Wisconsin All-computer Users Club 
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               Vanity Press Has A New Face               Vanity Press Has A New Face               Vanity Press Has A New Face               Vanity Press Has A New Face    

                    By Len Levine        lenBy Len Levine        lenBy Len Levine        lenBy Len Levine        len----levine@wi.rr.comlevine@wi.rr.comlevine@wi.rr.comlevine@wi.rr.com    
    

Not too many years ago, if you had a major story or an idea Not too many years ago, if you had a major story or an idea Not too many years ago, if you had a major story or an idea Not too many years ago, if you had a major story or an idea 
that you wanted to make public, your only approach was to that you wanted to make public, your only approach was to that you wanted to make public, your only approach was to that you wanted to make public, your only approach was to 
convince a book publishing company to go to the considerable expense and risk convince a book publishing company to go to the considerable expense and risk convince a book publishing company to go to the considerable expense and risk convince a book publishing company to go to the considerable expense and risk 
of publishing your book.  This was a process that involved about a year of real of publishing your book.  This was a process that involved about a year of real of publishing your book.  This was a process that involved about a year of real of publishing your book.  This was a process that involved about a year of real 
time, many thousands of dollars for printing and a decade of expensive human time, many thousands of dollars for printing and a decade of expensive human time, many thousands of dollars for printing and a decade of expensive human time, many thousands of dollars for printing and a decade of expensive human 
time.  Alternatively, you could fund all this and store, in your basement, the time.  Alternatively, you could fund all this and store, in your basement, the time.  Alternatively, you could fund all this and store, in your basement, the time.  Alternatively, you could fund all this and store, in your basement, the 
hundreds of books printed, leaving you to try and sell them.hundreds of books printed, leaving you to try and sell them.hundreds of books printed, leaving you to try and sell them.hundreds of books printed, leaving you to try and sell them.    
    

Thing are different now.  Using modern computers and high speed singleThing are different now.  Using modern computers and high speed singleThing are different now.  Using modern computers and high speed singleThing are different now.  Using modern computers and high speed single----copy copy copy copy 
printing techniques you can do this yourself at home for a total outlay of less printing techniques you can do this yourself at home for a total outlay of less printing techniques you can do this yourself at home for a total outlay of less printing techniques you can do this yourself at home for a total outlay of less 
than one hundred dollars.  I will show several ways of doing this that require than one hundred dollars.  I will show several ways of doing this that require than one hundred dollars.  I will show several ways of doing this that require than one hundred dollars.  I will show several ways of doing this that require 
only a modern computer of modest cost and a household level connection to only a modern computer of modest cost and a household level connection to only a modern computer of modest cost and a household level connection to only a modern computer of modest cost and a household level connection to 
the Internet.  The total cost is modest enough to allow you to prepare an the Internet.  The total cost is modest enough to allow you to prepare an the Internet.  The total cost is modest enough to allow you to prepare an the Internet.  The total cost is modest enough to allow you to prepare an 
illustrated book of your personal family history and produce only a few copies, illustrated book of your personal family history and produce only a few copies, illustrated book of your personal family history and produce only a few copies, illustrated book of your personal family history and produce only a few copies, 
one for each member of your family.one for each member of your family.one for each member of your family.one for each member of your family.    
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Internet SIG 

BBBB    ill Gierach was 
kind enough to 

be our leader at the 
Internet SIG which 
was held on Thurs-
day, November 20, 
2008, with nine 
WAUC members 

participating in the discussion.  Bill 
did a wonderful job in steering us in 
the right direction and answering the 
many questions that were asked. 
 
Q.  Terry is having a problem send-
ing attachments with her email in 
Thunderbird, version 3.0.  It started 
after she installed Adobe Reader 8.  
She was wondering if she should go 

back to Adobe Reader 7 which she 
had previously.  
 
A.  She was told to check out the 
most current version of Thunderbird 
and download that version to see if 
that solves her problem.  Thunder-
bird is a great email client because it 
has less spam and is less targeted 
for viruses. 

Q.  Is Crap Cleaner (CCleaner) a 
good program to use to clean the 
registry? 

A.  If you want to use CCleaner, do it 
in Safe Mode.  Before you run the 
program, export the entire registry 
and put it in two places, a flash drive 
and another directory.  If you can't 
start CCleaner in Safe Mode, go 
back into the file and do an Import 
and use a back-up file. 
 
Q.  When you have used Windows 
for quite a while, your Prefetch gets 
clogged with applications that have 
been tagged as recently used pro-
grams, even if you rarely use them.  
Is it safe to unclog the Prefetch 
cache?  
 

(Continued on page 3) 

President’s Message 

TTTT    he year 2008 
has whizzed 

by faster than a 
speeding bullet.  
It’s been a stormy 
year, whether it 
was the floods in 
May, the financial 

debacle in October, or the snows of 
December.  Well, we all survived and 
if you are like me looking towards a 
promising New Year. This year we 
hope to keep up the WAUC tradition 

of offering the same great demos, 
learning and fun that has come to be 
the WAUC standard.  The buzz word 
for this year seems to be “digital”.  
There is digital radio and in February 
all televisions need to be digital 
ready.  I hope if you need a conver-
tor box you were able to get one.  I 
purchased a couple a few months 
ago and they are pretty nifty.  The 
presentation on digital conversion by 
member Len Levine a few months 
back proved to be helpful.  Here’s to 
a fruitful New Year and may we all 

enjoy it together.  I’m looking forward 
to seeing you at the meetings and 
SIGs and wish you nothing but the 
best. 
 

Bruce Kosbab, President 

Board Meeting 

OOOO    n November 
25, 2008, the 

following people 
gathered at the 
home of Marcia 
Zientek:  Bruce 
Kosbab, Dor is 
Regner,  Mar ie  

Bellin, Terry Harvey, Tom Hermann, 
Leo Hoffer, Rex Nielson, and Ginny 
Splinter. 
 
 
 
 
 

We started the meeting with Ginny 
giving us a lengthy report on the find-
ings of the Membership and Market-
ing Committee (MMC).  They have 
been busy!  Sixteen libraries have 
agreed to allow them to put our pam-
phlets in their libraries.  Milwaukee 
PC has also allowed them to put the 
pamphlets at the Highway 100 and 
West Coldspring Road and also the 
store at 27th Street and Edgerton. 
 
The MMC is also calling in to the Mil-
waukee Journal Sentinel an adver-
tisement for WAUC; it will appear as 
space permits.  So far it hasn't pro-
duced any visitors or new members. 

The final touches were discussed for 
the Christmas Party.  Doris has pur-
chased the table decorations and I 
will prepare the awards to be  
presented. 
 
The December Board Meeting will be 
held at the home of Doris Regner on 
Tuesday, December 30th , as Marcia 
will be traveling. 
 
The Annual WAUC Board Dinner will 
be held on January 29th , 2009, at 
the Pantheon Restaurant. 
 

Terry Harvey 
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Investment Tracking SIG 

TTTT    he WAUC 
I n v e s t m e n t 

SIG met again on 
November 26th, 
2008 and in atten-
d a n c e  w e r e 
WAUC members 
Richard Durand, 

Don Gardner, Rex Nielson, and Dale 
Voit. And we were happy to welcome 
previous club member and regular 
SIG attendee, Harold Bauer, as a 
special guest. We were all there to 
welcome back our guest presenter, 
Mark Krause, to find out more about 
using computers for Point and Figure 
Charting. 
 
We had an informal discussion about 
the market in general while we were 
setting up equipment and then Mark 
got busy and started with a review of 
the concept of "Relative Strength," a 
very important indicator. Relative 
Strength can be calculated for a 
stock, a mutual fund, or an Exchange 
Traded Fund, an ETF, by dividing the 
current price by the current price of 
the S & P 500 and multiplying by 
100. Stocks or funds with a high 
Relative Strength are outperforming 
the market and can be considered 
for investment However in a declin-

ing market, a high Relative Strength 
may only mean that the stock or fund 
is just not declining as rapidly as 
most of the others. After all, it is 
known as "Relative" strength. Rela-
tive Strength values for ETFs can be 
looked up at www.etfscreen.com. 
 
Mark was ready to go on line so we 
logged on and Mark found examples 
to help explain how to determine 
overall market direction. The three 
main indicators for this are the NYSE 
Bullish Percent, the Percent of 
Stocks above 10 Week Moving Aver-
age, and the High-Low Index. The 
NY Bullish Percentage is simply the 
percentage of all stocks in the New 
York Stock Exchange which have 
"buy" signals. It can be found at a 
f r e e  i n v e s t m e n t  w e b s i t e , 
www.stockcharts.com. The 10 Week 
Average indicator is just the percent-
age of all stocks on the NY Ex-
change which are above their own 
individual 10 Week Moving Aver-
ages. The moving average is one of 
the most basic technical indicators 

and is an average of a stock or secu-
rity's daily closing price for the past 
ten, fifty, or whatever number of 
days .  I t  can be  found at 
www.dorseywright.com, the invest-
ment site Mark subscribes to. The 
High-Low Index, also at the Dorsey 
Wright website, is the number of 
stocks making  new 52 week highs 
divided by the total number of stocks 
making new 52 week highs and lows 
and it is also plotted as a 10 Week 
Moving Average. Mark went through 
a number of screens to show this to 
us and also explained quite a few 
other things as well, which space 
does not allow mention of here. He 
has still more material to present to 
us and is willing to come back for our 
next SIG. However, our next SIG will 
not be until January 28th, 2009. Our 
regular SIG date for December 
would fall on December 24th, and 
obviously none of us will be able to 
make it then and so we agreed to not 
meet again until January 2009.  
Investing is sometimes compared to 
f i s h i n g  a n d  i n  t h a t  
respect, remember, bottom fishing 
(buying stocks just because they're 
cheap) is a good way to break your 
hook (lose money). Happy investing! 
 

Submitted by Richard Durand 

A.  Yes, it is safe to delete all the 
Prefetch cache.  You do so by open-
ing the drive on which Windows is 
installed (usually the C: drive) and 
then select the Windows folder.  Find 
the Prefetch folder and then delete 
all of the programs in it.  Once this is 
done, the next reboot will be slow 
because Windows needs to read the 
new configurations, but the boots 
that follow will be much faster. 
 
Q.  If you no longer want Firefox to 
be your default browser, how do you 
go about changing it so another 
browser becomes your default? 
 
A.  While in Firefox, go to Tools, Op-
tions, Advanced, General tab, then at 
the bottom under System Default, 
uncheck "Always check to see if Fire-
fox is the default browser on startup." 

Q.  Can you go over the files that you 
don't need in your Start-up when 
turning on your computer. 
 
A.  To get to your Start-up list go to 
Start, Run, then type in msconfig and 
press OK, then click on the Start-up 
tab.  All the files that have a check 
mark will start up when you turn on 
your computer.  Startup Inspector 2.1 
is on the CDOM July, 2008.  It moni-
tors your startup programs and gives 
a better description than msconfig.  It 
will tell you what they are and what 
they do.  If you don't want to 
download this program, uncheck one 
thing at a time to see if you need it at 
Start-up, if you do, put the check 
mark back. 
 
Q.  When you delete all your Tempo-
rary Internet files can you also delete 
your Temporary files? 

A.  Yes. 
 
Q.  Window's Media content does not 
play in Firefox, per Smart Comput-
ing.  To solve this issue, it states, to 
download and install plug-ins for 
Firefox.  Does Window's Media work 
in Firefox 3 without having to install 
plug-ins? 
 
A.  Check out the Add-ons in Firefox 
by going to Tools, Add-ons, then on 
the top-right side of the screen, click 
on Browse All Ad-ons.  On the left 
are all the categories.  Click on Plug-
ins and scroll down to Window's Me-
dia Player, then follow directions. 
 
We had a wonderful discussion on all 
these topics.  It was another great 
SIG. 
 

Dolores Dettmann 

(Continued from page 2) 
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Lighting—LEDs 
Submitted by  
Bruce Schneider 
 

AAAA    ccording to a 
recent study by 

Rensselaer Engi-
neering Institute 

(RPI), the emerging solid-state light-
ing that replaces incandescent and 
fluorescent bulbs with LED can reap 
enormous savings in cost, natural 
resources and pollution. 
 
The firm's Smart Lighting Engineer-
ing Resource Centre says that over 
the next 10 years, savings of more 
than Rs.9,006,550.20 crore ($1.8 
trillion) will eliminate the need to burn 
almost a billion barrels of oil in power 
plants that would otherwise produce 
10 gigatons in the carbon dioxide 
emissions. 
 
"Such enormous savings will result 
from replacing 80 per cent of tradi-
tional lighting with LEDs over the 
next 10 years," said professor Jong 
Kyu Kim. "And besides replacement, 
there are also new capabilities possi-
ble in this lighting revolution—such 
as controlling the spectrum and spa-
tial emission pattern, the polarisation 
of the light, and temporal modula-
tion." 
 
RPI's Smart Lighting Engineering 
Resource Centre recently received 
Rs.92.57 crore ($18.5 million) from 
the National Science Foundation 
(NSF). Together with Boston Univer-

sity and the University of New Mex-
ico, the Smart Resource Centre will, 
over the next five years, develop 
novel optical materials, new device 
technologies, and applications of 
smart lighting technologies. *LED 
evolution* Kim and Schubert claim 
that the LED is to lighting technology, 
what the transistor was to the vac-
uum tube. Namely, transistors began 
as a simple replacement technology 
for vacuum tubes, but evolved into a 
revolution in IC. Likewise, they claim 
that the LED will begin as simple re-
placements, but will evolve into inte-
grated lighting systems with func-
tions as diverse as transistors have 
provided for ICs. 
 
Simple replacement results in a 20-
time savings in energy over of incan-
descent bulbs and a five-time sav-
ings when compared to compact 
fluorescent bulbs. Beyond replace-
ments, however, LEDS promise to 
enable new applications that RPI's 
Smart Lighting Engineering Re-
source Centre is concentrating on 
developing. The three top candidates 
being developed by RPI are: control 
of the light spectrum for medical ap-
plications, control of temporal modu-
lation for wireless optical networking, 
and control of the polarisation of light 
for improved display technologies. 
 
Spectrum control, according to RPI, 
will enable lighting to change colour 
during the day to positively influence 
the mood of workers, as well as cure 
some medical problems that are 

caused today by poor lighting condi-
tions. 
 
Modulating LEDs at rate too fast to 
see, will enable light fixtures to also 
serve as wireless access points that 
directly link different data streams to 
individual devices, instead of forcing 
all devices to share the same chan-
nel like RF-based wireless technolo-
gies do today. 
 
Control of the polarisation of the light 
coming from LEDs will enable liquid-
crystal displays to eliminate the pas-
sive polarisation filters they use to-
day, greatly increasing the bright-
ness of displays while simultane-
ously lowering the amount of power 
they consume. 
 
Other smart lighting applications be-
ing developed at RPI include rapid 
biological cell identification, interac-
tive roadways, boosting plant growth, 
and reducing the risk of certain types 
of cancer. 
 
R. Colin Johnson 
EE Times 

 

           Please remember to  
           include our WAUC  
user group numbers, when 
s u b s c r i b i n g  t o  
S m a r t C o m p u t i n g ,  
magazines: 
Smart Computing—11303 
CPU—488 
PC Today—218 

 

Address Changes 
If you are changing your email or 

home address, please note: 
Email address changes should be 

sent to Terry Harvey at 
terryharvey@wi.rr.com and 

Tom Livermore at 
exyooper@gmail.com 

Home address changes should be 
sent to Tom Hermann at 

singer@execpc.com 



January 2009 Page 5 WAUCtalk 

Submitted by Bruce Schneider 
 
*UNPLUG AND PLAY - WIRELESS 
USB IS COMING!* 
 

WWWW    ireless is more freedom, more 
flexibility, more work space, 

more of what WAUC members want 
with the ease of USB. Wireless is 
more! 
 

W ith W ire less  USB, W AUC  
members will get all the functionality 
of USB, without the wires. Wireless 
USB is a high-speed wireless  
technology that connects multimedia 
consumer electronics, peripherals 
and mobile devices to your  
computer. You will get a high data 
rate, short range, point-to-point con-
nection with the simplicity of no 
wires. 
 
Wireless USB is the new wireless 
extension to USB that combines the 
speed and security of wired technol-
ogy with the ease-of-use of wireless 
technology. 
 
U W B  ( W i M e d i a  M B - O F D M  
Ultra-wideband) technology offers a 
solution for high bandwidth, low cost, 
low power consumption, and  
physical size requirements of  
next-generation consumer electronic 
devices. 

Wireless USB is the first high-speed 
wireless personal interconnect    
technology to meet the needs of  
multimedia consumer electronics, PC 
peripherals, and mobile devices.  
Wireless USB will preserve the  
functionality of wired USB while also    
unwiring the cable connection and 
providing enhanced support for 
streaming media CE devices and 
peripherals. 
 
Wireless USB performance is  
targeted at 480Mbps at 3 meters and 
110Mbps at 10 meters. 
 
Vis i t  www.usb.org for  more  
information. 

Computers 101 
Submitted by Terry Harvey 
 

QQQQ    :  I no longer use Internet Ex-
plorer or Outlook Express, but 

of course, updates from Microsoft 
still come through for them each 
month. Do I really need those up-
dates or can I disable them com-
pletely?* 
 
A:  As you all know, Microsoft sends 
out their Windows Updates at the 
beginning of each month, which help 
to keep our computers safe and se-
cure. Often times, those updates in-
clude material for some of Microsoft's 
own programs, such as Internet Ex-
plorer and Outlook Express. But with 
so many other Web browser and e-
mail options these days, a lot of you 
no longer use those applications and 
it seems silly to continue receiving 
those updates. So, is it really neces-
sary to keep getting them? The an-
swer may surprise some of you. 
 

Yes, you still need those updates. 
Even though you don't use those 
programs on a regular basis, they're 
still a part of your computer and you 
need to maintain them. That's espe-
cially true for Internet Explorer. If you 
don't use Outlook Express anymore 
and you're sure it will never be used 
again, you can stop its updates, but 
Internet Explorer really is a whole 
different ball game. As you may or 
may not know, Internet Explorer is an 
integral part of your operating sys-
tem, as it contains certain compo-
nents that help run Windows for you. 
That's right, it's not just a Web 
browser anymore! 
 
Even more, a lot of those compo-
nents are used by other applications 
on your computer besides Internet 
Explorer. One example is the HTML 
rendering engine. That is used by 
several other programs to display 
HTML content, but the main compo-
nent lies within Internet Explorer. So, 
you see, if you don't run the Win-
dows Updates for Internet Explorer, 

you will lose some of your HTML ca-
pabilities. That one alone could affect 
a lot of the work you do on your com-
puter. And that's just one example of 
everything Internet Explorer includes. 
 
So, if you've stopped installing the 
updates for Internet Explorer, you'll 
want to start receiving them again 
next month. If you don't update Inter-
net Explorer, you're also missing out 
on the updates for all the other com-
ponents I mentioned earlier. A lot of 
the programs you probably use on a 
daily basis rely on Internet Explorer 
to run properly, so don't take the 
chance of ruining those too. Simply 
install the updates each month and 
you'll be good to go. Wow, who knew 
Internet Explorer could be so impor-
tant?! 
 

~ Erin 

Unplug and Play 
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Lunchtime Special 
Submitted by Terry Harvey 
 

WWWW    hen you use your computer 
(especially if you're using it all 

day long), you probably open and 
close several applications throughout 
the course of the day, right? Well, 
each time you open a new program 
and close it out, your Windows oper-
ating system retains tiny fragments 
of those applications and they are 
not removed completely off your sys-
tem until you shut your computer 
down for the day. 

For example, every time you open up 
any game, any MS Office program, 
when you download something, etc., 
small pieces of those programs are 
kept on your system. So, to take care 
of the fragments and keep your com-
puter running at its best, you should 
do a "lunchtime shutdown" every so 
often! 
 
When you're ready for lunch, log off 
your computer (if necessary), shut it 
down and just turn it completely off. 
Then wait a few seconds before turn-
ing it back on. When it's finished re-

starting, start a complete antivirus 
system scan and then go to lunch, 
leaving your computer alone. When 
you get back (or whenever the scan 
is done), you should have a virus 
free, a fragment free, a "like brand 
new" computer to work with for the 
remainder of the day. It's like starting 
with a clean slate for your afternoon 
work. Yes! 
 
~ Erin 

Vista CDs Sometimes Incompatible 
Submitted by  
Rex Nielson 
 

QQQQ    . I sent a friend 
pho tographs 

on a CD. She was 
unable to view 

them. She told me she's previously 
encountered this problem. It happens 
with CDs that were created in Win-
dows Vista. When I finished the disc, 
a message popped up. It said some-
thing like, "Please wait while Vista 
formats this disc to be read on all 
computers." However, my friend told 
me that I need to select something 
before I burn the disc. I don't see any 
options when I create a disc. Help! 
 
A. Things like this annoy me. Com-
puters can read CDs so long as they 
have a CD or DVD drive. And you're 
presumably using a common format 
like JPEG. Ergo, you shouldn't have 
trouble exchanging CDs between 
machines. 
 
In reality, Microsoft has thrown you a 
curve. Vista introduced a new format 
for writing discs—Live File System. 
Those CDs aren't necessarily com-
patible with all computers. 
 
CDs created by Windows XP use the 
Mastered format. That format re-
quires you to finalize the disc after it 
is burned. So, it must be completed 
in one session. Rewritable discs can 

be written to again, but must be 
erased first. 
 
By default, Vista uses the Live File 
System. With this format, you can 
write files to the CD whenever you 
want. You can also erase files when-
ever you want (provided you're using 
a rewritable CD). A rewritable CD 
can be used like a floppy disc or 
USB drive. 
 
When I make a disc for Vista, I just 
use Live File System. But when the 
disc will be used on other machines, 
I use the Mastered format. You 
shouldn't run into too many problems 
with this format. 
 
To select the Mastered format, insert 
a blank CD in your computer. Click 
"Burn files to disc" in the box that 
opens. Enter a name for the disc and 
click "Show formatting options." Se-
lect Mastered and click Next. Your 
CD will be formatted. You can then 
add files and finalize the disc. Now, 
that isn't too complicated—once you 
know where to look! 
 
You don't have to use Windows' 
burning programs. There are many 
other programs available. I have 
l inks to two on my s ite— 
CDBurnerXP and DeepBurner. 
 
There is a solution that will eliminate 
CD-burning problems. Ditch discs 

and find a different way to share pho-
tos! 
 
Photo-sharing sites are the easiest 
way. My tip will help you select a 
site. Make sure you know what rights 
you may be surrendering first. 
 
You might like Picasa Web albums. It 
works seamlessly with Google's free 
Picasa photo-management program. 
Again, Picasa is free. You can 
download it from my site. 
 
You could also use a program like 
FolderShare. You share the photos 
directly from your computer. It really 
works! FolderShare is free. I have a 
download link on my site. 
 
Or, you could use a site where you 
upload files for others to download. 
Here are two free sites for you to try: 
• MailBigFile  
• YouSendIt 
This copy is only for your personal, 
non-commercial use. Distribution and 
use of this material are governed by 
our policy and by copyright law. For 
non-personal use or to order multiple 
cop ies ,  p lease v is i t  h t tp : / /
w w w . k o m a n d o . c o m / r e p r i n t -
permission.aspx  
 
Copyright 2008 WestStar TalkRadio Network. 
All rights reserved. Subscribe to Kim  
Komando's free e-mail newsletters at: 
www.komando.com 



January 2009 Page 7 WAUCtalk 

30 Signs That Technology Has Taken Over Your Life 
Submitted by Terry Harvey 
 

1111      Your stationery is more  
cluttered than Warren Beatty's 

address book. The letterhead lists a 
fax number, e-mail addresses for two 
on-line services, and your Internet 
address, which spreads across the 
breadth of the letterhead and contin-
ues to the back. In essence, you 
have conceded that the first page of 
any letter you write *is* letterhead. 
 
2. You have never sat through an 
entire movie without having at least 
one device on your body beep or 
buzz. 
 
3. You need to fill out a form that 
must be typewritten, but you can't 
because there isn't one typewriter in 
your house -- only computers with 
laser printers. 
 
4. You think of the gadgets in your 
office as "friends," but you forget to 
send your father a birthday card. 
 
5. You disdain people who use low 
baud rates. 
 
6. When you go into a computer 
store, you eavesdrop on a salesper-
son talking with customers -- and you 
butt in to correct him and spend the 
next twenty minutes answering the 
customers' questions, while the 
salesperson stands by silently,  
nodding his head. 
 
7. You use the phrase "digital  
compression" in a conversation with-
out thinking how strange your mouth 
feels when you say it. 
 
8. You constantly find yourself in 
groups of people to whom you say 
the phrase "digital compression." 
Everyone understands what you 
mean, and you are not surprised or 
disappointed that you don't have to 
explain it. 
 
9. You know Bill Gates' e-mail  
address, but you have to look up 
your own social security number. 
 

10. You stop saying "phone number" 
and replace it with "voice number," 
since we all know the majority of 
phone lines in any house are 
plugged into contraptions that talk to 
other contraptions. 
 
11. You sign Christmas cards by put-
ting :-) next to your signature. 
 
12. Off the top of your head, you can 
think of nineteen keystroke symbols 
that are far more clever than :-) 
 
13. You back up your data every 
day. 
 
14. You think jokes about being  
unable to program a VCR are stupid. 
 
15. On vacation, you are reading a 
computer manual and turning the 
pages faster than everyone else who 
is reading John Grisham novels. 
 
16. The thought that CD could refer 
to investment finance or music rarely 
enters your mind. 
 
17. You are able to argue persua-
sively that Ross Perot's phrase 
"electronic town hall" makes more 
sense than the term "information su-
perhighway," but you don't because, 
after all, the man still uses hand-
drawn pie charts. 
 
18. You go to computer trade shows 
and map out your path of the exhibit 
hall in advance. However, you can-
not give someone directions to your 
house without looking up the street 
names. 
 
19. You would rather get more dots 
per inch than miles per gallon. 
 
20. You become upset when a per-
son calls you on the phone to sell 
you something, but you think it's 
okay for a computer to call and de-
mand that you start pushing buttons 
on your telephone to receive more 
information about the product it is 
selling. 
 

21. You know without a doubt that 
disks come in five-and-a-quarter and 
three-and-a-half inch sizes. 
 
22. Al Gore strikes you as an 
"intriguing" fellow. 
 
23. You own a set of itty-bitty screw-
drivers and you actually know where 
they are. 
 
24. While contemporaries swap sto-
ries about their recent hernia surger-
ies, you compare mouse-induced 
index-finger strain with a nine-year-
old. 
 
25. You are so knowledgeable about 
technology that you feel secure 
enough to say "I don't know" when 
someone asks you a technology 
question instead of feeling compelled 
to make something up. 
 
26. You rotate your screen savers 
more frequently than your automo-
bile tires. 
 
27. You have a functioning home 
copier machine, but every toaster 
you own turns bread into charcoal. 
 
28. You have ended friendships be-
cause of irreconcilably different opin-
ions about which is better: the track 
ball or the track pad. 
 
29. You understand all the jokes in 
this message. If so, my friend, tech-
nology has taken over your life. We 
suggest, for your own good, that you 
go lie under a tree and write a haiku. 
And don't use a laptop. 
 
30. You email this message to your 
friends over the net. You'd never get 
around to showing it to them in per-
son or reading it to them on the 
phone. In fact, you have probably 
never met most of 
these people face-
to-face. 
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Hacking 101 
By Marjie Tucker, Editor,  
Macon Computer User Group, North Carolina  
www.mcug.org  mcug@dnet.net 
 
This article has been obtained from APCUG 
with the author’s permission for publication by 
APCUG member groups; all other uses re-
quire the permission of the author (see e-mail 
address above). 
 

WWWW    e are being bombarded with 
warnings about securing our 

data and the entry to our computers. 
Do you ever wonder what the big 
fuss is all about? How can a hacker 
possibly get into your data? And, 
what would he be looking for? Let's 
spend some time answering those 
questions.  
 
How Does A Hacker Get In To Your 
Computer? 
 
When you give your computer  
access to the Internet, you need an 
IP (Internet Protocol) address. The 
IP addresses that we are currently 
using have 4 octets with periods  
between them. They will be some-
thing like 192.168.100.1. When you 
access the Internet, that address is 
read by the router, modem, whatever 
that links you to your Internet Service 
Provider. Then it is read by the 
routers that route all the data through 
the Internet. This address makes it 
possible for you to send data, such 
as e-mail or requests for web pages. 
And, in turn, that same address is 
used to direct incoming e-mail and 
web pages into your computer. 
There are several websites and pro-
grams available that will translate 
these IP addresses into the name of 

the company that purchased them. In 
many cases, like our residential us-
ages, the company name will be the 
ISP. For commercial use, it will be 
the name of the company that rents 
the block of IP addresses. Hackers 
use this IP address information to 
find their targets much like we use a 
physical address to find a house or 
office. 
 
Once a hacker finds out your IP  
address it's relatively simple to send 
your computer a Trojan horse  
program, spyware, or a virus that will 
open a port that you usually don't 
use. Once that port has been 
opened, he can freely enter into your 
operating system and browse around 
just like he was there in person. He 
would look for programs that store 
valuable data like social security 
numbers and credit card account 
numbers. (Do you have that informa-
tion entered into your Quicken or 
Money program?) 
 
He would look through your My 
Documents folder for password lists 
and search your Internet Explorer 
favorites for financial sites where you 
saved the username and password. 
And, before he leaves he usually 
plants another Trojan horse that will 
give him the ability to take control of 
your computer in the future. 
 
Commercial Websites 
 
The most common way to hack into 
a company's website through the 
Internet is by using a Denial of Ser-
vice attack. These DoS attacks use 
multiple computers to overload a 
website with bogus requests for in-
formation. The hacker usually cre-
ates a Trojan horse program that he 
sends into the computers of unsus-
pecting people (remember that pro-
gram that was left behind when your 
computer was invaded above?) The 
message that he creates usually 
contains a header saying that it 
comes from an IP address that does-
n't exist. When he is ready to attack, 
he calls up all the computers that he 
infected with his Trojan horse and 
tells them to contact a specific IP 

address. Those computers follow his 
instructions and send his prepro-
grammed message to that website. 
Servers that control websites always 
check to verify that IP addresses re-
questing information or webpage 
downloads are legitimate addresses. 
When a server is hit by a bombard-
ment of these false address re-
quests, it tries to track down every 
one of the fake addresses. Before 
long the server becomes over-
whelmed by the fruitless process and 
crashes. When it crashes, the web-
site will vanish and the hacker will be 
given access to a prompt for the 
server. He can then use Linux or 
DOS commands to request and view 
information on that server other serv-
ers. 
 
How About Wireless? 
 
Let’s put this hacker into an airport 
where hundreds of people are shar-
ing a wireless network. It's like leav-
ing a child alone in a candy store. In 
this case the airport's wireless sys-
tem usually provides the IP ad-
dresses through DHCP and he can 
easily look at the list of addresses 
that have been supplied. He can test 
each of the addresses for available 
ports and it's quick work to access 
the most vulnerable. The same prin-
ciples apply in hotels and restaurants 
that provide wireless Internet access. 
If you have a wireless network in 
your home, our hacker can drive 
down your street using a laptop or 
PDA to search for wireless networks. 
This process is called Wardriving. If 
he finds one that has not been se-
cured at all, he doesn't even have a 
challenge. If you have added a pass-
word, he simply has to crack the 
password. 
 
What Tools Do They Use? 
 
It's very easy for a potential hacker to 
find the tools of his trade. There are 
many  websites that offer program 
tools and tutorials for using them. 
Here are some of the popular: 
 

(Continued on page 9) 
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Anonymizers and Remailers - Ano-
nymizers are online services that 
eliminate the trail of information that 
is left behind. These sites use anony-
mous proxies that a hacker can use 
to access computers and servers 
without leaving his IP address on any 
log. Remailers strip the header off a 
message and replace it with a mean-
ingless header that can't be traced.  
 
Command.com - When this com-
mand is typed into a server it will ba-
sically give you administrative rights. 
You can then see all the folders and 
files. It's also very easy for the 
hacker to create a new administra-
tive account that he can re-use in the 
future. 
 
Password Crackers - These pro-
grams try random passwords at light-
ening speeds. They are usually very 
successful. 
 
Key Loggers - Hackers frequently 
install these on computers, espe-
cially public PCs. The programs ac-
tually record every stroke that you 
make. Hence, when you type in a 
username and password, it has been 
captured.  
 
Port Knocking - This is a method of 
externally opening ports on a firewall 
by mimicking the process you nor-
mally use to add a port to your fire-
wall. 
 
Wireshark - This popular program 
captures and analyzes the data on a 
network. It's used by hackers to find 
information they want and it's also 
used by network administrators to 
manage networks. 
 
Aircrack - This program is used to 
crack wireless WEP and WPA pass-
words. 
 

Metasploit Framework - This is a tool 
that can be used by hackers to 
search the Internet for sites that have 
dubious code. These are the sites 
that are the easiest to hack - espe-
cially when this program does the 
searching for you. 
 
Networks identifying the types of 
data and the internal addresses of 
this data. It's a valuable tool for ad-
ministrators, but can save a great 
deal of time for a hacker. 
 
NMAP - This is a port scanner. Since 
a hacker knows that he needs to use 
a port to access your computer or 
network, he can use this program to 
see which ports you have open. 
 
NetStumbler - This program finds 
any wireless networks that are in 
range. Wardrivers drive through resi-
dent ia l  ne ighborhoods us ing 
NetStumbler to search for available 
wireless networks. 
 
Kismet - This program takes 
NetStumbler one step farther. It 
searches for wireless networks that 
are not broadcasting their SSID. 
 
NSLookup - If you type a domain 
name into this program, it will give 
you the company's IP address 
 
Traceroute - This is a very valuable 
troubleshooting tool for technicians. 
It will trace a packet on its route 
through the Internet. It shows every 
IP address it visits along the way. 
 
Snort - This is an open-source intru-
sion detection system. It shows traf-
fic analysis and packet logging on 
networks. 
 
TCPdump - This is the most widely 
used network sniffer/analyzer for 
UNIX networks. 
 

Net Cat - This has been called the 
Swiss army program for hackers. It 
performs many sniffing and cracking 
tasks. 
 
This was really just some of the ba-
sics. But, if we know why security is 
so important, we may remember to 
take the right precautions. Hope your 
web surfing stays secure. 

(Continued from page 8) 
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